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MWHUCTEPCTBO OBPA30BAHUA U HAYKWM POCCUACKOW ®EOEPALIUK

DEMNAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEINO OBPA3OBAHUA

NMACbMO
ot 14 mas 2018 r. N 08-1184

O HANPABJIEHUN UHOOPMALIUA

[enapTameHT rocyaapCTBEHHOW MonuTUKM B cdepe obuiero obpasoBaHus MwuHoBpHaykm Poccum HanpaenseT ana ceefgeHus paspaboTaHHble
BpemeHHon komuccmen Coseta degepaumm nNo  pasBUTUIO  MHAOPMALMOHHOIO OOLecTBa MeTOOMYECKME peKkoMeHdauunm O pasMeLLeHnn Ha
MH(OPMAaLIMOHHBIX CTeHOaX, oduuManbHbIX MHTEPHET-calTax U OPYrMx MHAOPMAaUMOHHBIX pecypcax o6ueobpa3oBaTeribHbIX OpraHu3aumin U OpraHoB,
OCYLLECTBNSAOLWMX ynpaBneHne B cchepe obpasoBaHus, nHpopmaumm o 6e3onacHoM NoBeAEHMM U UCNONb30BaHUKM ceTu "MIHTepHeT".

HOuvpexTop [enapTtameHTa
A.E.TIETPOB

Mpunoxexue

METOOWYECKME PEKOMEHOALUU
O PASMELLUEHMN HA UH®OPMALUMOHHbIX CTEHAAX, O®ULIMATBbHbIX
VMHTEPHET-CAUTAX U OPYITMX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEINbHbIX OPFTAHU3ALUIA U OPTAHOB, OCYLLECTBAIOLLMX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMACHOM
NOBEAEHNN N UCTONIb3OBAHUM CETU "MHTEPHET"

Okcneptamn n 4yneHamu BpemenHon komwuccum Coseta Pegepauum no pasButMio MHAPOPMALMOHHOMO O6LWecTBa B pamKax BbINOMHEHUS
pekoMeHAauMi naprnaMeHTCKMX crylwaHuin "AkTyanbHble BOMpockl obecrneyeHnsi 6e3onacHoCTM M pa3BuTua geten B MHOOPMALMOHHOM MPOCTpaHCcTBe",
koTopble npownn B CoBete ®enepaunm 17 anpensa 2017 r., 6uinn paspaboTaHbl MeTOAMYECKME PEKOMEHZAUUN O pasMelleHnM Ha WH(OPMaLMOHHbIX
CcTeHAax, oduuManbHbIX UHTEPHET-canTax MU Opyrnx MHAOPMAaLMOHHBLIX pecypcax oblieobpa3oBaTeNnbHbIX OpraHvM3auuii U OpraHoB, OCYLLECTBIISIOLWMX
yrnpaBneHue B ccpepe obpasoBaHus, nHgpopmMaLmm o 6e3onacHoOM NoBeAeHMM U UCronb3oBaHuKn cetn "UHTepHeT" (ganee - MeToanyeckue pekomeHaaumm).
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MeToanyeckne pekomMeHOauMu HanpaBlieHbl Ha KayeCTBEHHOE MOBLILWEHME YPOBHSI WH(OPMALMOHHOM AeATenbHOCTM o6weobpasoBaTeNibHbIX
opraHusaumi M OpraHoB, OCYLLECTBNAKLLMX yrnpaBneHue B cdepe obpasoBaHus, B 4acTu MHGPOPMUPOBAHUS YYalLUMXCH, UX poauTenen (3akOHHbIX
npeacTasvTenen) n negarornyeckmx paboTHMKoB 06 OCHOBHbLIX acnekTax MHopMaLMoHHOW 6e30nacHOCTK.

MeToguyeckune pekoMmeHaaunnm no3BoNAaT O6Ll.l,eO6p63088TeJ'leblM opraHusauumam 1 opraHam, oCyLlecCTBNAKWMM ynpaBsieHne B cq)epe O6paSOBaHI/IF|,
aKTyanm3npoBaTtb YyXe UCMnoJib3yeMbl€ N pa3MeLlEeHHbIEe VIHCpOpMaLI,VIOHHbIe mMmaTtepuarlbl, TaKk 1 noArotoBuTb UX B Cliydae UX OTCYTCTBUA C YH4ETOM JTy4LlUUX
NPakTuk 1 pEKOMEH,ClaLlVIVI.

B pamkax meTogu4eckMx pekoMmeHaaLmn paccmaTpmBaloTca cneayoLwme NHCTPYMEHTHI:

1. NHpopMaLMOHHbIE CTEHAbI;

2. ohmumanbHble UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBov MHGOPMAaLMK (LUKONbHbIE ra3eThl, Negarormyeckne n3gaHus u gpyrue).

UHdopmaLmoHHbIe cTeHAbI

Ha unHdopMauMoHHbIX cTeHaax B obOLieobpasoBaTeslbHbIX OpraHu3auusix, PacrosioXeHHbIX B ore ydpexaeHuin M B KabuHeTax, OCHaLeHHbIX
nepcoHanbHbIMW YCTPOMUCTBaMU A5 Bbixoda B ceTb "MIHTEpHeT", pekoMeHayeTCa pasMecTUTb MH(POPMaLMOHHbIE NaMATKX, cCoaepXXallne OCHOBHbIE COBETHI
no obecneyeHno MHHPOPMaLMOHHOW BE30MacHOCTH yYaLLMXCS.

B NPUIOXeHnn N 1 K MeToaN4ECKNM pexkomeHgaunam npeacrtaBiieH 06paaeu, NaMATKN OnA pasMelleHnd Ha VIH(*)OpMaLWIOHHbIX cTeHpax.

CpencTtBa MaccoBon MHdopmaLmm

B cpepncrTBax MaccoBOW I/lHd)OpMaLl,I/II/l, OPUEHTUPOBAHHLIX Ha o6yqa|ou.|,mxc;|, pekoMmeHOyeTCca B Te4dYeHue yqe6Horo roga perynapHo I'Iy6J'II/IKOBaTI:
I/IHCbOpMaLl,MOHHbIe mMaTtepuarnbl, NOCBALLEeHHble OTAENIbHbIM acnekram MHq)OpMaLI,MOHHOIZ ©e3onacHoCTY, a Takke pasnnyHblie NamMmAaTKn obuero XapakTtepa.

B cpeactBax MaccoBoW MHGOPMaLUM, OPUEHTUPOBAHHBLIX Ha NedarorMyeckyld obLeCTBEHHOCTb, PEKOMEHAYETCA B TeYeHMe KaneHgapHoro roga
perynspHo nyonvkoBaTb MHpOPMaLMOHHbIE MaTepuaribl, MOCBSLLEHHbIE OTAENbHBIM acnekTaM MHOPMaLNOHHOW Ge30MacHOCTM Kak HECOBEPLLEHHONETHUX,
TaK 1 06Lweobpa3oBaTenbHbIX OpraHn3aLmii, a Takke pas3nyHble NaMsaTki, 0630pbl HOPMATUBHO-NPABOBOIO PEryrMpoBaHns AaHHOW cdepbl 1 MHOpMaLuo
0 aKTyarbHbIX MEPOMPUATHUSIX U COOLITUSAX B AaHHOW cdepe.

B xoge npoBegeHus EguHoro ypoka no 6esonacHoctu B cetu "MHTepHeT" pekomeHayeTcsi obecneunTb BbIMYCK TEMaTUYECKOro BbiMyCKka CpeacTBa
MaccoBor uHopMaumm nmbo cepum nybnukauui, cpeou KOTOPbIX PacCMOTPETb OPraHM3OoBaHHbIE MEepPonpusaTUa And obyyalwlmxcs, ux poauTenen
(3aKoHHbIX NpeAcTaBuTENen) 1 negarorn4eckon 06LLEeCTBEHHOCTH.
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O6uieobpa3oBaTeribHbIM  OpraHu3auusiM  pekoMeHayeTcs

OdmumanbHbie UHTepHeT-pecypcbl

Ha cBomx odmumanbHbix WHTepHeT-pecypcax obecneunTtb YHKLUMOHMPOBaHME

CaMOCTOSTENBHOrO M cneynanuanpoBaHHoro pasgena "HdpopmauynoHHas 6e3onacHoCTh", B paMKax KOTOPOro npeaycMoTpeTb pasMelleHue crneayloLlen

WHpopmaunu:
N | Pasgen/nogpasaen dopmar CogepxaHvne matepuanoB lMepeyeHb JOKYMEHTOB
npeacTaBneHus
maTepuasnoB
1. |JlokanbHbIe Konun PasmeluatoTcsa Konumn OKYMEHTOB, T.€. e TlonoxeHune 06 obecneyeHnn 6e30MacHOCTN NEPCOHANbHbIX
HOpMaTuBHbIE OOKYMEHTOB B | CKAHMPOBAHHbIN BapuaHT JOKYMEHTa, OaHHbIX
akTbl B cdoepe dopmaTte *PDF | cooTBeTCcTBYIOWMIA TPEOOBAHMAM K e Tlonutuka obpaboTkm MNOH
obecneyeHusi napameTpaM CKaHWpPOBaHWSI. e TlonoxeHne 06 06paboTke NepcoHanbHbIX 4aHHbIX 0by4YatoLLmMxcs
MHOPMaLIMOHHON PasmeluatoTca AOKYMEHTHI, e [lnaH meponpusaTtui no 3awmte MNAH
BesonacHocTH pernamMeHTUpylLLne opraHM3aumio 1 » PernameHT goctyna u ncnonb3oBaHus pecypcoB ceTh HTepHeT
oby4yatomxcs paboTy C NepCOHanNbHbIMWN AaHHBIMK, B 06pa3oBaTenbHOM yyYpexaeHun
nnaHel MeponpuaTuii No obecneveHmo » [lpuka3s o Ha3Ha4yeHUN OTBETCTBEHHOrO nu1ua 3a
NHpopMaLnoHHON Ge3onacHoOCTH NHpopmMaLnoHHyo 6e3onacHoOCTb obpasoBaTeNbLHOMO
obyvatowmxcs n gpyrue. yyYpexaeHus.
» [lpukas 06 opraHusaumm paboTt No 3almTe NepcoHanbHbIX
OaHHbIX
* [lpuka3s o0 HasHa4YeHUM OTBETCTBEHHbIX 3a Ge30nmacHOCTb
MnoH
e Cornacue oby4vatouierocsi (18 net un crapwe) B obpasoBaTesibHOM
yypexaeHun Ha 06paboTKy CBOUX NepCOHasbHbIX
OaHHbIX.(obpaseL)
» Cornacue 3akoHHOro npeacraesuTens obyyatowerocs (4o 18 ner)
B 06pa3oBaTenbHOM yyYpexaeHun Ha obpaboTKy nepcoHanbHbIX
OaHHbIX obyyatouleroca (obpaseL)
2. | HopmatuBHoe Konnmn My6nukytoTca akTyanbHble cBegeHns o | http://pd.rkn.gov.ru/law/p132/ depepanbHble KOHCTUTYLMOHHbBIE 3aKOHbI,
perynupoBaHue OOKYMEHTOB B | hbefepanbHbIX U perroHanbHbIX deneparnbHble 3aKOHbI
dopmaTte *PDF | 3akoHax, NMMCbMax OpraHoB BIacTyh U http://base.garant.ru/12181695/08473f60f6e2b52fd68318353ff4abc8/
Jpyrve HopmaTUBHO-MNPaBOBbLIE depepanbHbin 3akoH 0T 29.12.2010 r. Ne 436-93 «O 3awmnTe geten ot
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OOKYMEHTbI, perfnaMmeHTupyoLme
obecneyeHne NHGHOPMaLMOHHOM
©e30nacHOCTN HECOBEPLUEHHOMNETHUX.
[onyckaeTca BMeCTo Konui
pa3meLllaTb rMnepcchinky Ha
COOTBETCTBYHOLUNE AOKYMEHTbI Ha
canTax opraHoB rocyapCTBeHHOMN
BNacTu.

MHopMaLnn, NPUYNHSAIOLLIEN BPeS UX 300POBbI0 N Pa3BUTUIO»

http://legalacts.ru/doc/rasporjazhenie-pravitelstva-rf-ot-02122015-n-2471-r/
PacnopsxeHue MNpasutenbctea PO ot 02.12.2015 N 2471-p «O6
yTBEepxXaeHun KoHuenuun nHgpopmaumoHHon 6e3onacHoCT aeten»

3. | Meparornyeckum TekcT Ha
paboTHMKaMm CTpaHuue
canTa
Konun

[OKYMEHTOB B
dopmarte *PDF

Pasmewiatotcs metoanyeckme
pekoMeHaaLumn 1 yka3sbiBaeTcs
MHdopMaUnNa O MEPONPUATUSAX,
npoekTax 1u nporpaMmmax,
HanpaBneHHbIX Ha NOBbILLIEHNE
MHOPMAaLMOHHON rPaMOTHOCTH
negarormyeckmx paboTHUKOB.

B npunoxeHun kK nucemy

HageXHas npaBoBas noaaepxka

4. | Obyyarowmmcs TekcT Ha PaameluaeTtcsa uHopMaLmMoHHas B npunoxeHuun K ninCbmy
cTpaHuue namsaTka (npunoxexue N 2) n
cauta yKasblBaeTcsl MHhopmauus o
MEepOonpUATUSAX, NPOEKTaX 1
nporpaMmmax, HarnpasfieHHbIX Ha
NoBbILLEHNEe NH(OPMALIMOHHON
rPamMoTHOCTM ODy4atoLLNXCS.
5. |Poautenam TekcT Ha Pasmeluaetcsa nHdopMaunoHHas B npunoxeHun k nucbMy
(3aKOHHBbIM CTpaHuue namartka (npunoxexue N 3).
npeacraBuTensMm) |camnta
obyyvaroLmxcs
6. | deTckne TekcT Ha PasmeluaeTcsa nHgopmauus o http://all-for-school.ru/useful-sites/ - obpasoBaTenbHble CanTbl 4Nd
BesonacHble canTbl | CTpaHuue peKkoMeHAyeMbIX K MCMOMb30BaHMWIO B LLIKOMNbHUKOB
cavta y4yebHOM npouecce 6e3onacHbIX
cantax, 6aHHepbl 6e30nacHbIX AETCKUX
KoncyanaHTI'Imoc www.consultant.ru CtpaHuuya 5 13 21
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CaunToB.

OpraHam, OcCylecTBASKOWMM ynpaBneHme B cdepe obpas3oBaHusi, pekoMeHayeTcsa Ha cBoux odmumanbHbix WHTepHeT-pecypcax obecneuntb
O YHKUMOHUPOBAHNE CaMOCTOATENBHOMO M cneyuanuManpoBaHHoro pasgena "MHdopmaunoHHass 6e3onacHoCTb”, B pamMkax KOTOPOro npeaycMoTpeTb
pa3smeLleHue criegyrowen nHopmaumm:

Mpunoxexue N 1

NAMATKA )
NSt OBYYAIOLLMXCS OB MUHOOPMALIMOHHOW BE3OMACHOCTM IETEM

HENb3A

1. Bcem nogpsig coobwatb CBOK YacTHY0 MHOpMaLmMio (HacToswme ums, damunmio, TenedoH, agpec, HOMep LIKOMbI, a Takke doTorpadum cBowu,
CBOEN ceMbU 1 apy3en);

2. OTKpbIBaTb BIIOXEHHbIE (halibl 3MIEKTPOHHOM NMOYThI, KOr4a He 3Haellb OTNpaBUTENS;

3. MpybuTh, NpuaMpaThCH, OKka3biBaTb AaBMeHME - BeCTU cebsi HEBEXITUBO U arpeCcCuBHO;

4. He pacnopsixaics AeHbramu TBOel ceMbm 6e3 paspelleHns cTapLluunx - BCeraa cnpaiwlvean poanTenen;

5. He BcTpevaiica ¢ IHTepHeT-3HakoMbIMU B pearnbHOW XN3HU - MOCOBETYNCH CO B3POCHbIM, KOTOPOMY A0BEpSELLb.
OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaews o cebe Henpasay B MIHTepHeTe - coobLum 06 aTOM CBOMM poaUTENsIM NN ONEKYHaM;

2. MpurnawatoT nepenuckiBaTbCs, Urpatb, 0OMEHNBATLCS - MPOBEPL, HET NN NOABOXA;

3. HesakoHHoe konupoaHue dannos B IHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBan B3pOCsbiM 0 NpobriemMax B CETU - OHW BCeraa NoMoryT;

5. |/|CI'IOJ'Ib3yIZ HaCTpOﬁKI/I ©e3onacHocTU n NpuUBaATHOCTMH, 4YTOOLI HE noTepATb CBOU akKKayHTbl B COLICETAX U APYrMX noptanax.
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MOXHO

1. YBaxawn gpyrux nosnb3oBaTteneu;

2. Monb3ayeubca NHTEPHET-UCTOYHUKOM - erialn CCbIfKy Ha Hero;

3. OTKpbIBal TONBKO T€ CChISIKKU, B KOTOPbIX YBEPEH;

4. ObLiaTbcs 3a MOMOLLbIO B3POCHbIM - POAUTENN, ONEKYHbI 1 aAMUHUCTPaLUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHne Ha canTe "CeTeBMYOK" M NOMYYN NacnopT LMdPOBOro rpaxaaHuHal

Mpunoxexue N 2
WH®OPMALIMOHHASA MAMATKA

AnA OBYYHAKOLWMXCA AnA PASMELLEHUA
HA O®ULUMNATIbHbIX MHTEPHET-PECYPCAX

C kaxgbiM rogomM MOJSiofexu B MHTepHeTe CTaHOBUTbLCA Oonblue, a WKOMbHUKA OOHW U3 CaMblX aKTUBHbLIX MONb3oBaTenemn PyHeta. Mexay Tewm,
NMOMMMO OFPOMHOIO KONM4eCcTBa BO3MOXHOCTEN, UHTEPHET HECET U FIpOGJ'IeMbI. OTa namaTka gormkHa noMo4db Tebe 6e30macHO HaxoaUTbLCs B CETH.

KOMﬂbIOTeprIe BUPYCbI

KomnbloTepHbIA BUPYC - 3TO pPasHOBUAHOCTb KOMMbIOTEPHLIX MPOrpamM, OTIMYUTENIbHOW OCOGEHHOCTBIO KOTOPOM SABMSIETCS CMOCOGHOCTb K
pa3MHOXeHUo. B JonosniHeHWe Kk 3TOMy, BUPYCbl MOTYT MOBPeaNTb MIN MOSTHOCTbIO YHUMTOXWUTE BCE (Palsibl U AaHHbIE, NOAKOHTPOMbHbIE MONb30BaTeNto, OT
MMEHM KOTOpOro Obinia 3anylleHa 3apaxeHHasi NporpamMma, a Takke MOBpeauTb UMM OaXKe YHUYTOXWTb ONepauMoHHYH CUCTEMY CO BCEMM hainiamu B

uenom. B 6onblumHcTBE cny4daeB pacnpoCTPaHAKTCA BUPYCbl Yepe3 MHTEePHEeT.
MeToab! 3awuTbl OT BPEOOHOCHbLIX NporpamMmm:

1. MCﬂOﬂbSyIZ COBpEeMEHHblIe onepaunoHHble CUCTEMbI, MeLLne Cepbe3HbIl7I YPOBEHb 3aLlnTbl OT BP€AOHOCHbIX NMporpamMm;

KoHcynbTtaHTllntoc
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2. lMocTosAHHO ycTaHaBnMBam nayt (UMpPOoBbLIE 3anmaTkyu, KOTOpPble aBTOMaTUYECKM YCTaHaBIMBAKTCA C LEefbio AopabdoTku nporpammbl) U gpyrue
0bHOBNEeHNs ceoen onepaumoHHon cuctembl. CkadmBamn ux TONbKO C oduumansHoOro canta paspabortumka OC. Ecnu cyliecTByeT pexumMm aBTOMaTU4eCcKoro
OOHOBIEHUS, BKITHOYU €rO;

3. PaboTtain Ha cBoeM KoOMnbOTEpPE MOA4 MNMpaBaMu Mnonb3oBaTend, a He aadMUHUCTpaTopa. OTO He no3BonuT 6OJ'IbLIJl/1HCTBy BpPeOOoHOCHbLIX nporpamMmm
MHCTannmpoBaTbCA Ha TBOEM NepcoHaribHOM KOMMNbOTEPE;

4. Vicnonb3yw aHTUBUPYCHbIE NPOrpaMmMHble MPOAYKTbI M3BECTHBIX NPOM3BOAMTENEN, C aBTOMaTU4eCckum obHoBrneHnem 6as;
5. OrpaHuyb hmsnyecknin 4OCTYN K KOMMbIOTEPY A5 MOCTOPOHHMX MNLL;
6. Vicnonbayit BHeLLHME HOCUTENW MHGOPMAaLIMK, Takue Kak dneLuka, AUCK Nnu goann 3 UHTEpHeTA, TOMbKO M3 MPOBEPEHHBLIX UCTOYHWKOB;

7. He oTkpbiBalh kOMNblOTEPHbIE (halnbl, NONYYEHHbIE M3 HEHaAeXHbIX UCTOYHMKOB. [daxe Te cbannbl, KOTOpble MpuUcnan TBOW 3HaKOMbIN. Jlydwe
YTOYHM Y HErO, OTNpaBnsAn nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BuA nepedayn gaHHbIX, HE TEXHOMOrMS, a BCero nuwb OpeHa, mapka. Ewe B 1991 rogy HuaepnaHackas koMnaHus 3apernctpupoBana
6peng "WECA", uto o6o3Hauano crnosoco4veTaHue "Wireless Fidelity", koTopbin nepeBogutcs Kak "6ecnpoBogHas TOYHOCTL".

Ilo Hawero BpeMeHu Jowina gpyras abbpeBuaTtypa, KoTopas sIBNSieTCA TaKoW ke TexHomnorven. 310 abbpesunatypa "Wi-Fi". Takoe HasBaHue 6bino
OaHO C HaMEeKOM Ha CTaHAapT BbICLUEN 3BYKOBOM TexHUKN Hi-Fi, 4TO B nepeBoae o3HayaeT "BblcOKas TOYHOCTL".

Ha, 6ecnnaTHbIM UHTEPHET-OOCTYN B Kade, OTENaX M asponoprax ABMseTCs OTNMYHOW BO3MOXHOCTbIO BbiXxoda B UHTEpHET. Ho MHorue akcnepTbl
cuuTatoT, 4To obLienoctynHele Wi-Fi ceTu He siBnsitoTcst 6e@3onacHbIMU.

CoBeTbl No 6e3onacHocTy paboTbl B 06LeaocTynHbix cetax Wi-fi;

1. He nepegasan cBoto nuyHyto nHgopmaumo yepes obwenoctynHole Wi-Fi cetn. PaboTasa B HUX, XenatensHo He BBOAMTb Naponu AOCTyna, NOrmHbl
N Kakue-To HoMepa;

2. Vicnonb3yi 1 oGHOBNAK aHTUBUPYCHbIE NporpamMmbl U GpaHaMayep. TeM caMbiM Tbl 0Ge3onacullb cebsi OT 3akayku BUpyca Ha TBOE YCTPOWMCTBO;

3. Mpu ncnonesosaHum Wi-Fi oTknioum dyHkumio "O6wmin goctyn k damnam m npuHtepam”. [aHHas yHKUMS 3akpbiTa MO YMOMNYaHUIO, OOHAKO
HeKoTOpble NOMb30BaTENN aKTUBUPYIOT ee ANs yao0bCcTBa NCcnonb3oBaHus B paboTte unm yyebe;
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4. He ucnonb3yn nyénuudbin WI-FI gna nepegaym nuyHbIX AaHHBIX, Hanpumep 4115 BbiXxo4a B couMarnbHble CETU UIN B SNIEKTPOHHYIO MOYTY;
5. Micnonb3yi Tonbko 3awymiieHHoe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb6-agpeca BBoan umeHHo "https://";

6. B mo6unbHOM TenedoHe oTkmoun yHkumio "MoagkntoveHune k Wi-Fi aBTomatmdeckn”. He gonyckam aBTOMaTUYECKOro MOAKMOYEHUS YCTPOMCTBA K
cetam Wi-Fi 6e3 TBOero cornacus.

CoumanbHble ceTu

CouuarnbHble CeTU akTUBHO BXOAST B Hawly XM3Hb, MHOrnme noogn pa60Ta+0T N XKNBYT TaM MNOCTOAHHO, a B Facebook yXe 3apermctpupoBsaH munnmapa
YeroBek, YTO ABNSAETCS OAHON CeabMON BCEX XKUTenen nnaHeTbl. MHorMe nonb3oBaTenn He NOHUMALOT, YTO I/IH(bOpMaLI,MFl, pa3melleHHaa M1 B counanbHbIX
ceTax, MoXeT BbITb HangeHa 1 MCNoNb3oBaHa KEM yrogHo, B TOM 4ucne He obazatensHo ¢ bnarumm HaMepeHnamMmun.

OcHoBHble COBEeTbI N0 6e30MacHOCTM B coLMarnbHbIX CeTsX:
1. OrpaHnyb CNUCOK apyseit. Y Tebst B Apy3bsiX HE AOIHKHO ObiTb CIy4YalHbIX M HE3HAKOMbIX NH0Aei;

2. 3awmian CBOK 4YacCTHYH XM3Hb. He ykasbiBah naponu, TenedoHbl, agpeca, [aTy TBOEro pPOXAEHUS U OPYryl JUYHYI0 MHOpMaUuio.
3M0YMBbILMAEHHUKMN MOTYT UCMONb30BaTh AaXe UHOPMALMIO O TOM, KaK Tbl U TBOU POAUTENN MIaHNPyeTe NPOBECTU KaHUKYIbI;

3. 3awmulan cBow penyTauuio - OEpXuM ee B 4MCTOoTe M 3adaBavi cebe Bonpoc: xoTen Obl Thl, YTOObI Apyrne nonb3oBaTenu Buaenu, YTo Thbl
3arpyxaelb? MNogyman, npexae 4Yem 4To-To onybnukoBaTb, HAaNUCaTb U 3arpy3uTsb;

4. Ecnu Tbl rOBOPWLLIbL C MOAbMU, KOTOPLIX HE 3Haellb, He UCMOMb3Yi CBOE pearnbHoe UMSA U APYryH NUYHYI0 MHOPMAaLUA: UMS, MECTO XXUTENbCTBA,
MecTO y4ebbl 1 npoyee;

5. MN3berait pasmellenuns dotorpacduii B IHTepHeTe, rae Tbl n3obpakeH Ha MECTHOCTHU, MO KOTOPOM MOXXHO ONpeaenuTb TBOe MECTOMNOSIOXKEHNE;

6. MNpwu pernctpauum B coumanbHOM ceTn HeobxoaMMO UCMNOMb30BaTb CIOXHbIE Naponu, cocToswme u3s BykB U LUMAP U C KONMYECTBOM 3HaKOB He
MeHee 8;

7. na coumanbHOl ceTu, NoYTbl U APYrMX caiToB Heo6GXodMMO WCMOoMb3oBaTh pasHble nNaponu. Torga ecnu Tebs B3NOMalOT, TO 3/10YMbILLNIEHHMKM
nonyyar AOoCTyn TONbKO K OAHOMY MECTY, a He BO BCce cpaay.

3ﬂeKTp0HHbIe AeHbI'n

ONEeKTPOHHbIE AEHbI - 3TO 0YeHb YAOOHbIN CNoco6 MnaTexen, OAHAKO CYLLECTBYHOT MOLLUEHHUKW, KOTOPbIE XOTAT NOMYYUTb 3TU AEHBI.
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SJ'IeKTpOHHbIe OEeHbIm noABUINCbL coBCceM HeaaBHO U UMEHHO 13-3a 3TOro BO MHOIMX rocygapctBax Ao CUX nop He nponnucaHo npo HUX B 3aKOHax.

B Poccuu xe oHu (*)yHKLI,MOHMpyIOT N O HUX yXXe NponncaHo B 3aKOHE, rae nx pasaendrT Ha HECKOJNTbKO BMAOB - aHOHUMHbIE U HE aHOHUMHDbIE. PasHuua
B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTca npoBognTb onepaunn 6e3 Vlﬂ,eHTVICbVIKaLWIVI nonb3oBartesnid, a B HeaHOHUMHbIX VlﬂeHTVICpVIKaLI,VIFI
nosnb3oBarers aBnseTca 06s13aTeNbHOMN.

Takke crnegyeT pasnuyaTb INEKTPOHHble (braTHble AeHbrM (paBHbl FOCYAapCTBEHHbLIM BanioTam) U 3M1eKTPOHHble HeduaTHble AeHbrU (He paBHbI
rocyqapCcTBEHHbIM BanoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANeKTPOHHbIMU AeHbramu:

1. MNMpuBSHXM K cHETY MOBUIbHBINA TenedoH. ATO camMblil YAOOHLIA U BbICTPLIN cNOCO6 BOCCTAHOBUTL AOCTYN K cyeTy. [puBsi3aHHbIA TenedoH NOMOXET,
ecnu 3abyaellb CBON NNaTeXHbl Naponb Uy 3angellb Ha CanuT C HE3HAKOMOro YCTPOMCTBA;

2. Vicnonbk3yi ogHopasoBblie naponu. [locne nepexoga Ha ycuneHHyo aBTopusauuio Tebe yxe He ByaeT yrpoxaTb ONacHOCTb KpaXku Unu nepexeaTa
nnaTexHoro nNapons;

3. Beibepu cnoxHeinn naponb. MpectynHukam GyOeT He MPOCTO yradaTb CIOXHbIA Napofnb. HagexHble naponu - 370 Naponu, KoTopble coaepXaTt He
MeHee 8 3HaKOB M BKIMOYAOT B ce6SA CTPOYHbIE M NPOMNUCHBIE BYKBbI, LGPl N HECKONBbKO CMMBOSOB, TakMe Kak 3HaK gonnapa, gyHTa, BOCKnMuaTenbHbIn
3Hak 1 7.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOU NMYHbIE JaHHbIE HA CanTaX, KOTOPbIM HE AOBEpSeLlb.
OneKkTpoHHas noyrta

OneKkTpoHHas no4vta - 3TO TEXHONOMMS U MpedoCTaBfsieMble €K YCMyr MO MEepechifike U MOSYYEHUIO 3MEKTPOHHLIX COOGLLEHWI, KoTopble
pacrnpenensitoTcs B KOMMbloTEPHON ceTu. OBbIMHO 3MEKTPOHHbLIN MOYTOBLIA SLUMK BbIFSAUT Criedylowmm obpasoM: MMs_nonb3oBaTens@vMs_aoMeHa.
Takke Kpome nepegaym NpoCToro TeKCTa, MMeeTCsl BO3MOXHOCTb nepeAaBaTh aiinbi.

OcHoBHble coBeTbI Mo GesonacHoi paboTe ¢ 3MEKTPOHHON NOYTOIA:

1. Hago BbIGpaTh NpaBunbHbIN NOYTOBLIA CEpBUC. B MHTEpHETE eCTb OrpOMHbIV BbIGOp GecnnaTHbIX NOYTOBLIX CEPBMCOB, OOHAKO Nyylle A0BepATb
TeM, KOro 3Haellb U KTO NePBbIV B PENTUHTE;

2. He ykasbiBaw B JIMYHOW MOYTE NIMYHYO MHGOopMauuio. Hanpumep, nyywe BbibpaTh "My3bikanbHbIN_paHat@" unm "pok2013" BmecTto "temal3”;

3. Ncnonb3yn oByxaTanHyo aBTopmsaumnio. 370 Koraa NOMMMO Naponst HY>KHO BBOAUTL Ko, NpuckinaemMsin no SMS;
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4. Bbibepu CnoxHbIn naponb. st KaXgoro NoMTOBOro SLUMKA OOIMKEH ObiTb CBOM HAOEXHbIA, YCTONYMBbLIV K B3/IOMY NMaposib;
5. Ecnn eCTb BO3MOXHOCTb HanucaTb CaMOMy CBOW MNYHbIN BONPOC, UCNOSb3Yi 3TY BO3MOXHOCTb;

6. Micnonb3yit HECKONbKO MOYTOBBLIX SLMKOB. MepBbI AN YacTHOW Mepennckn ¢ agpecatamu, KOTOPbIM Thl JOBeEpsiellb. OTO SMEKTPOHHbIA afgpec He
HaJo MCNonb30BaTh NPW perucTpaLmm Ha opymax u canTax;

7. He oTkpbiBay chalnbl U Apyrne BrAOXEHUS B MUCbMaXx, AaXe eCrny OHU MPULLAK OT TBOMX ApYy3en. Jlydlle yTOYHM Y HUX, OTNpaBnsanu Nu oHn tebe atu
cannsl;

8. Mocne okoH4YaHWs1 paboTbl HAa MOYTOBOM CEpPBUCE Nepes 3aKkpbITUEM BKIAAKM C CanTOM He 3abyab HaxaTb Ha "Bbiitn".

KnbepO6ynnuHr unu BupTyansHoe nsgeBaTesibCTBO

KnbepbynnuHr - npecrnegoBaHne coobLLEHNSIMU, COAEPXKALLMMMN OCKOPOIIEHUS, arpeccuto, 3anyrmBaHme; XynmMraHcTBo; counanbHoe 60MKOTUpoBaHue ¢
NMOMOLLbKO Pa3nnYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnnHrom:

1. He Gpocaiicsa B 6oit. Jlyylumii crnoco6: nocoBeToBaTbCS Kak ce6sl BECTU U, €CIIU HET TOTO, K KOMY MOXHO 06paTUTbCS, TO BHavare ycnokoutbcs. Ecnn
Tbl HAYHELLb OTBEYaTb OCKOPOEHMSIMU HA OCKOPGIEHUS], TO TOJBKO elle Gosblue pasoXiKellb KOHMIUKT;

2. YnpaBnsan cBoewn knbeppenyTauunen;
3. AHOHUMHOCTL B CETU MHUMas. CyLecTBYOT cnocobbl BbISICHUTL, KTO CTOUT 3@ aHOHMMHbIM akkayHTOM;

4. He cTonT BECTM XynuraHckun obpas BUpTyanbHOM XN3HWU. NHTEepHET MKCUMpYyeT BCe TBOM AEWCTBMS U COXPaHSAET MX. YoanuTb ux OyaeTt KpariHe
3aTPYOHUTENBHO;

5. Cobniogan cBoo BUPTYyarbHYK YECTb CMOMOAY;

6. WVrHopvpyh eauvHuyHbIA HeraTmB. OgHOpas3oBble OCKOpPOUTENbHbIE COOOLWEHUA nydwe urHopupoBaTb. OOGbIMHO arpeccus npekpailaeTcsi Ha
HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLEHNAMMN, B COLMAlnbHbIX CETAX €CTb BO3MOXHOCTL BNIOKMPOBKM OTNPaBKM COOBLLEHNI C
onpeeneHHbIX aapecos;
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8. Ecnu Tbl cBupeTernb kuGepOynnvHra. TBou AEWCTBUS: BbICTYNUTb MPOTUB MpecriefoBaTtens, nokasatb eMmy, YTO ero AeWCTBUSI OLEHUBAoTCS
HeraTUBHO, NoaAepXKaTb KepTBY, KOTOPOM HYXKHA MCUXOMorMyeckas MoMOLLb, COOGLLMTL B3POCbIM O (dakTe arpeccUBHOrO NoBeAeHUs! B CeTu.

Mo6unbHbIN TenedgoH

COBpeMeHHbIe CMapT(bOHbI N NNnaHweTbl coaepXxaTt B cebe BMnonHe B3pOCJ'IbII7I (*)yHKLI,I/IOHaJ'I, n Tenepb OHNM MOryT KOHKYpUpoBaTb CO CTauMOHaAPHbIMU
KOMMblOTEPAMMWN. OpHako, cpeacTB 3awWnTtbl Ana nogo6HbIX yCTpOﬁCTB NoKa O4eHb Marlo. TeCTI/IpOBaHMe M NOUCK yHSBMMOCTeIZ B HUX MPOUCXOOAUT He TakK
WMHTEHCMBHO, kak ans MK, To ke camoe KacaeTcs U MOBUNbHbIX np|/|n0>|<eH|/||7|.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| YyXe NnpaktudeCkn porHann HacTollbHble aHanoru, o4Hako paclinpeHue d)yHKLI,I/IOHaJ'Ia BneyeT 3a cobon
6OJ'IbLLIyI'0 CJNO>KHOCTb U MEHbLUYK 3alUMNLLEHHOCTb.

[laneko He Bce Npon3BOAMTENM BbIMYCKalOT OOHOBMNEHWS], 3aKpbiBalOLLME KPUTUYECKME YSA3BMMOCTU A1 CBOUX YCTPOWCTB.
OcHoBHble coBeTbl Ansa 6e3onacHOCTM MOBMNbHOro Tenedoxa:

Hwuero He siBnsieTca no-Hacrtodwemy GecnnaTtHbIM. By,Cl,b OCTOpPOXXeH, Bedb Koraa Tebe npegnararT ©ecnnaTtHbIN KOHTEHT, B HEM MOryT ObITb CKPbITbI
Kakne-TO nnaTtHble YCIyru;

Oymai, npexae 4yem otnpaBute SMS, boTo nnm BUAEO. Thl TOYHO 3HAELLb, rAe OHWM ByayT B KOHEYHOM utore?

Heobxoaumo oOHOBNATH ONEPaLUOHHYK CUCTEMY TBOETO CMapTdOHa;

Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl Anst MOBUIbHbIX TeNegOHOB;

He 3arpyxan npunoxeHus oT HEM3BECTHOIO NCTOYHMKA, BEAb OHWM MOTYT cogepXaTb BPpe4OHOCHOE NporpaMMHoe obecneveHue;
Mocne Toro kak Tbl BblAAELWb C calTa, rae BBOAUM NIMYHY0 MHopMaLUmio, 3ainam B HAacTponkn Gpaysepa u yaanu cookies;
lMepuogmnyeckn npoBepsiv, Kakue NraTHbIe YCIyrM akTUBMPOBaHbI HA TBOEM HOMEPE;

[asan cBon HoMep MOBUNBHOrO TenedoHa TOMbKO NIAAM, KOTOPbIX Thl 3HAELLb U KOMY JOBEpPSELLb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Tbl UM He Nonb3yellbed. He 3abbiBai nHorga npoBepsiTh 3TO.

Online urpbl
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COBpeMeHHbIe OHJ'IaI7IH-I/IprI - 3TO Kpaco4Hble, 3axBaTbiBawLline pa3Blie4eHUd, obbeanHsIOWME COTHU ThbICAY YerioBEK MO BCEMY MWUpPY. MFpOKM
ncecnenywT OaHHbIN UM Mup, obatoTcs Opyr ¢ Apyrom, BbINOJNMHAKT 3aaHUA, cpa)XakTCA C MOHCTpaMM U NoJNy4arT OnbIT. 3a yOoOBOJIbCTBME OHU NNAaTAT:
NoKynarT AUCK, onfavynearoT aboHeMeHT nnn np|/|o6peTa10T Kakune-T1o onuunun.

Bce aTM cpedctBa uayT Ha noadepxaHue M pasBUTME WUrPbl, a Takke Ha camy 6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOpM3aLuK,
BbINycKaloTcsl HOBble NaTyy (LMbpoBbIe 3annaTku Ans NporpaMM), 3aKpbiBatTCS YsI3BUMOCTM CEPBEPOB.

B nogobHbIX nrpax CTOMT onacaTbCsi HE CTOMbKO CBOMX COMEPHMKOB, CKONbKO KpaXv TBOEro Naposisi, Ha KOTOPOM OCHOBaHa cucTema aBTopusauuu
OOonbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UrPOBOrO akkayHTa:
1. Ecnn gpyrow urpok BegeT cebs nnoxo nnu cosgaet Tebe HenpuAaTHOCTM, 3abNOKUPYM ero B CNUCKE UIPOKOB;
2. Moxanyncs agMMHUCTpaTopam Mrpbl Ha Noxoe NoBeAeHne 3TOro Urpoka, XxenatenbHo NPUNOXUTb KakMe-To AoKa3aTenbCTBa B BUAE CKPUHOB;
3. He ykasbiBaln nn4yHyo MHopMaLmio B Npodansne urpsl;
4. YBaxaw Apyrmx y4acTHUKOB MO Urpe;
5. He yctaHaBnuBamn HeodmumanbHble NaTtym U Moabl;
6. Nicnonb3yi CNoXHble U pasHble Naponu;
7. Daxe BO BpeMsi Urpbl HE CTOUT OTKNOYaTb aHTMBUPYC. [1oka Thbl UrpaeLlb, TBOW KOMMbIOTEP MOTYT 3apa3sunTb.
DULWNHT UnNun Kpaxa NMUYHbIX AaHHbIX

O6bIYHOM Kpaxkelr AeHer N JOKYMEHTOB CErofHs Y>Ke HUKOro He YAMBMLIb, HO C Pa3BUTUEM UHTEPHET-TEXHOMOMMIA 3M0YMbILLSIEHHUKN NEPEMECTUITUCH B
WHTEPHET, U NPOAOCSHKaT 3aHMMaTbCs "NobUMbIM" gEoM.

Tak nosiBunack HoBas yrpo3a: MHTEPHET-MOLUEHHUYECTBa WU (PULIMHT, FNaBHasA Lefb KOTOPOro COCTOMT B MOSTyYEeHMU KOHMMAEHUMANbHbIX AaHHbIX
nons3oBareneu - NOrMHOB 1 naponen. Ha aHrnuinckom a3bike phishing untaetca kak douwunHr (ot fishing - peibHasa nosns, password - napons).

OcHoBHble coBeTbl No 6opbbe ¢ PULLINHIOM:

1. Cnegn 3a cBouMm AKKayHTOM. Ecnn TbI nogo3peBacellb, YTO TBOA aHKeTa Oblna B3floMaHa, TO HeobXxoaAMMo 3a6J'IOKVIp0BaTb ee n coobwuTb
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aAMUHUCTpaTopaM pecypca ob aTOM Kak MOXHO CKOpee;
2. Vicnonb3yi 6e3onacHble Beb-canTbl, B TOM YACHE, MHTEPHET-MarasnuHoOB U NOUCKOBbLIX CUCTEM;

3. Vcnonb3yi criokHble U pasHble naponu. TakuMm obpasom, ecnv Tebs B3NOMAtOT, TO 3/I0YMbILLNIEHHMKM MOMyYaT AOCTYN TOSbKO K OAHOMY TBOeMy
Npodunio B CeTH, a He KO BCEM;

4. Ecnu Te6s B3nomanu, To Heo6xoaMMo npeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTopble AoGaBneHbl y Teba B Apy3bsax, O TOM, YTO Tebs B3nomanu u,
BO3MOXHO, OT TBOEro UMeHU ByaeT pacchinaTbCsa Clam U CChINKU Ha (PULLMHIOBLIE CaMThI;

5. YcTtaHoBM HagexHbin naposb (PIN) Ha MoBunbHbIN TenedoH;
6. OTkNIOYM coxpaHeHne napons B 6Gpaysepe;

7. He oTKpbIBan channbsl 1 gpyrue BNOXeEHUs B NMCbMax, 4aXe €CIIN OHW NPULLKN OT TBOMX Apy3en. Jlyylle yTOYHM y HUX, OTNPaBNsany v oHn Tebe atu
cannsbl.

Lndposas penytauus

LincdpoBass penytaumsi - 9TO HeraTuBHas WM MNO3UTMBHAA WHGopmaumsa B cetu o Tebe. KomnpomeTupywowas vHGopmauus, pasMelleHHasi B
WHTEPHETE, MOXET Cepbe3HbIM 00pa3oM OTpasuUTbCs Ha TBOEW peanbHOMW XusHu. "LindpoBasa penytauymsa” - 370 TBOW MMWUOK, KOTOpbI dhopMupyeTcs n3
nHpopmaumm o Tebe B UHTEpHETE.

TBOE MECTO XNUTENbCTBA, yqe6b|, TBOE d)I/IHaHCOBoe NnosnioXxeHne, 0COBEHHOCTU XapakTtepa n pacckasbl O ONun3KNx - BCe 3TO HaKanMBaeTcs B CETMU.

MHorve noApOoCTKM NErKOMbICIEHHO OTHOCSITCS K NyBrvKaumum IMYHol MHgopMaummn B MIHTepHeTe, He NOHMMast BO3MOXHbIX NocneacTBuUiA. Tol gaxe He
CMOXeLlb Joragatbcsi 0 TOM, YTo choTorpadms, pasmeLleHHasi 5 neT Hasaz, ctana NpUYnHoN oTKasa NpUHATL Tebs Ha paboTy.

KommeHTapuu, pasmeLyeHue TBoux dpotorpacunin u gpyrme 4eNCTBUSA MOTYT HE UCYE3HYTb Jaxke Nocne TOoro, Kak Tol UX yaanuiib. Tbl HE 3Haellb, KTO
COXpaHun 3Ty UHopmaumio, nonarna v OHa B MOUCKOBbBIE CUCTEMbI U COXPaHUIAach NI OHa, a rMaBHOoe: YTO NoAymaloT 0 Tebe OKpyxatoLime noam, KoTopble
HangyT v yBuAAT 3T70. HaTu uHdopmaumio MHOMO NeT CnycTst CMOXET Nobown - kak M3 Jobpbix NobyXaeHW, Tak U ¢ HaMEepPeHMEM MPUYUHUTL Bped. JTO
MOXEeT ObITb KTO YrogHo.

OCHOBHble COBETbI MO 3aLiuTe LUGPOBOI penyTaumu:

1. Nogyman, npexae Yyem 4YTO-TO Ny6NUKOBaTbL U Nepenasath y cebsi B 6riore unu B counansHOM CeTy;

KOHcyanaHTI'Imoc www.consultant.ru Ctpanuua 14 n3 21

HageXHas npaBoBas noaaepxka


http://www.consultant.ru/
http://www.consultant.ru/

<Mucemo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBnexHun nHcdopmauumn”
(BmecTe ¢ "MeToanyeckUMy pekomeHgaumusamum o...

HokymeHT npegoctasneH KoHcynbTaHTlntoc
[ata coxpaHeHus: 05.06.2018

2. B HacTporkax npocumng ycTaHOBM OrpaHNYeHnst Ha MPOCMOTP TBOEro Npoduniga N ero COAepXXUMOoro, caenan ero Tonbko "gns apysen”;
3. He pasmelnan n He ykasbiBan MHOpMaLMIO, KOTOpasi MOXeT KOro-nmbo ockopbnsaTe nnm obmxarsb.

ABTOpckoe npaBo

CoBpeMeHHble LUKOMIbHUKM - aKTUBHbIE MOfb3oBaTeny LudpoBoro npocTtpaHcTBa. OgHAKo farnieko He BCe 3HalT, YTO MOMb30BaHWe MHOTUMM
BO3MOXXHOCTSIMU LMcppPOBOro Mupa TpebyeT cobniodeHWs NMpaB Ha UHTeSeKTyaribHy0 COGCTBEHHOCTD.

TepMVIH "VIHTeJ'IJ'IeKTyaJ'IbHaﬂ COBCTBEHHOCTbL" OTHOCUTCS K pa3nn4HbIM TBOPEHUAM YerioBeyYecCcKoro yma, HavynmHaa C HOBbIX VI306peTeHVIl7I M 3HaKoOB,
obo3HavaoLwmx co6CTBEHHOCTb Ha NpPOAYKTbl U yCNyrn, n 3akaH4nmBasa KHUramu, CbOTOFpa(*)MﬂMI/I, KMHOCbMJ'II:MaMI/I N My3blKallbHbIMU NMpon3BegeHUAMN.

ABTOpCKI/Ie npaea - 3TO NpaBa Ha WHTeNnnNeKkTyarnbHYH0 cobCTBEHHOCTb Ha npon3eeeHnAa Hayku, nutepatypbl U UCKYCCTBa. ABTOpCKI/Ie npasa
BbICTYNarkOT B Ka4YeCTBe rapaHtumn TOro, 4to I/IHTeJ'IJ'IeKTyaJ'IbeIIZ/TBOp‘-IGCKVIVI TpyAd aBTOpa He 6yp,eT HanpacHbiM, Oact eMy cnpaseainBble BO3MOXHOCTU
33pa6OTaTb Ha pe3ynbTatax CBOEro Tpyaa, nojlydnTb MU3BECTHOCTb U NpPU3HaAHWME. Hukto ©e3 paspeweHna aBTtopa He MOXEeT BOCnpoun3BoAuUTb €ro
npoun3seneHne, pacnpoCcTpaHATb, r|y6n|/|qu OEMOHCTPUpPOBaTh, npogaeaTtb, MMIMOPTUPOBATD, nyckatb B  MNpOKarT, I'Iy6]'IVI‘-IHO NCNOJTHATD,
NMoKa3bIBaTb/UCMNONHSATL B scbl/lpe nnn pasmellaTtb B MHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpaMmmMmHoOro obecrneyeHns MoxeT npunBecTn K MHOI'MM puUCKam: OT NoTepn AaHHbIX K TBOMM aKKayHTamM [0 6]'IOKI/IpOBKI/I
TBOEro yCTpOIZCTBa, roe yCtaHoBIleHa HeneranbHaa nporpamMmma. He ctouT Takke 3abbiBaTb, 4TO CyLleCTBYHOT neranbHble U SecnnaTHble nporpamMmbl,
KOTOpble MOXHO HaWTK B CETU.

O noprtane

CeTeBUYOK.pp - TBOW MaBHbIA COBETYMK B CeTW. 34ecb Tbl MOXellb y3HaTb O 6e30MacHOCTU B CETM MOHATHLIM W OOCTYMHbIM SI3bIKOM, a Npu
BO3HWKHOBEHUW KPUTUYECKOW CUTYaLIMN 0OpaTUTLCS 3a COBETOM. A Takke MPUHSATL y4acTMe B KOHKYpCax U CTaTb CambiM LMDPOBbLIM rpaxgaHuHoM!

MpunoxeHne N 3

NAMATKA AN POOUTENEN OB UH®OPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepeneHne TepMuHa "MHdopMaLnoHHas 6esonacHocTb geten” cogepxuntces B PegepansHom 3akoHe N 436-93 "O 3awmTe geten oT nHgopmaumu,

KoHcynbTtaHTllntoc

www.consultant.ru Ctpanuuya 1513 21
HageXHasi NpaBoBas noaaepxka


http://www.consultant.ru/
http://www.consultant.ru/

<Mucemo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184 [lokyMeHT npeaocTasnen KoHcynbTaHTIIioc
"0 HanpaeneHn uHgopmau’® Y P [lata cox ot 05 06.0018
(BmecTe ¢ "MeToanyeckUMy pekomeHgaumusamum o... p TR

NPUYUHSAIOLLEN Bped UX 340POBbI0 U PasBUTUIO", PErynupyroLnuM OTHOLLEHUS, CBSA3aHHbIEe C 3allMTON AeTer OT WHopMauun, NPUYMHSAIOLLEN Bped ux
300poBbl0 U (Mnn) passuTtmo. CornacHo [aHHOMY 3akoHy "MHdopMauuoHHas 6Ge3onacHOCTb AeTer" - 3TO COCTOSIHME 3alUULLEHHOCTU, NpU KOTOPOM
OTCYTCTBYET PUCK, CBA3AHHBLIN C NPUYMHEHMEM MHOPMaUMen Bpeaa MX 300POBbI0 U (UNK) PU3NYECKOMY, MCUXUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY

pasBuTUIO.
B cuny ®egepanbHoro 3akoHa N 436-®3 nHdopmaumnen, NpUUnHSIOLWEN Bpes 340P0OBbI0 U (UNK) pasBUTUIO OETEN, SBNSETCS:
1. nHbopmauWs, 3anpeLLeHHas s pacnpocTpaHeHus cpean aeTen;
2. UHhopmaLma, pacnpocTpaHeHNe KOTOPOW OrpaHMYEHO cpean aeTern onpeaeneHHbIX BO3PacTHbIX KaTeropun.
3. K nHopmaumm, 3anpeLLeHHon ans pacnpocTpaHeHnst cpeamn geTen, OTHOCUTCS:

4. nudopmaums, nobyxaatrowaa geTen K CoOBepLUEeHN0 eNCTBUNA, NPEACTaBNAIOLWNX Yrpo3y UX XU3HW U (MNn) 340POBbIO, B T.4. MPUYUHEHUIO Bpeaa
CBOEMY 340pOBb0, CAMOYOUIACTBY;

5. cnocobHOCTb BbI3BaTh y OETEN XenaHue ynotTpebuTb HapkoTMdeckue cpedcTBa, NCUXOTPONHbIe M (MNW) ogypMaHMBaloLlme BelecTBa, TabayHble
n3genus, ankorosnibHyl M CNUPTOCOAEPKALLYH MPOAYKUMIO, MMBO U HanUTKW, WU3roTaBfMBaEMble HAa €ro OCHOBE; MPUHATb yyacTMe B a3apTHbIX urpax,
3aHUMaTbCHA NPOCTUTYLMNEN, OPOASHKHMYECTBOM UMW NOMPOLLIANHUYECTBOM;

6. obocHoBbIBaKOLAA MM onpasbiBaloas AONYCTMMOCTb Hacunums 1 (Mnun) KecTokocTu nnbo nobyxaawlas OCYLWeCTBNATb HACUMITbCTBEHHbIE
JENCTBUS MO OTHOLLEHUIO K FIOASAM U XUBOTHbIM;

7. oTpuuatoLas ceMelnHble LLeHHOCTU U hopMupytoLLast HeyBaXkeHUe K poanTenam v (Mnu) ApyruM YrieHam CeMbM;
8. onpasAbiBarOLlaa npoTneonpaBHoOe noseaeHne;

9. copepkallas HelleH3ypHYH BpaHb;

10. copepxawasn nHpopmaumo nopHorpadrMyecKoro xapakrepa.

K nHdopmanmm, pacnpocTpaHeHne KoTopow orpaHUdYeHo cpeam AeTen onpeneneHHoro Bo3pacTa, OTHOCUTCS:

1. MHopMaums, NpeacTaBnsemas B BUAE M300paxeHNs Unn onncaHns XeCTOKOCTU, (OU3NYECKOro U (MIn) NCUXMYECKOTO HAacunus, NpecTynneHms unm
WMHOro aHTUOOLLEeCTBEHHOro AEeNCTBUS;

2. BbI3biBalOLLaAs Yy neten CTpax, yXac unn naHukKy, B T.Y. npencraesngemMmas B Buae V|306pa>|<eH|/|;| mnnn onuncaHuna B yH|/|>|<a+ou.|,e|7| yernioBe4yeckoe
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OOCTOUHCTBO (hOpME HEHACUITbCTBEHHOM CMepTU, 3aboneBaHns, camoybuMIncTBa, HECHAaCTHOroO cny4vasi, aBapum Unu katactpodbl 1 (MNKU) UX NOCNEACTBUN;
3. npeacraengemas B Buae n3obpaxeHus Unm onnmcaHns nonoBbIX OTHOLLEHNA MEXAY MY>KUNMHOW U XKEHLLNHOW;
4. cogepxallas bpaHHble CNoBa 1 BbIpaXXeHUS!, HE OTHOCSILLMECS K HELLEH3YPHOWN BpaHu.

C y4yeTom aToro Bam npegnaratotca npasuna paboTbl B ceT VHTepHET AN pasnuuHbiX BO3pacTHbIX KaTeropui, cobrnogeHne KOTopbiX MO3BOMUT
ob6ecneynTb MHOPMALMOHHYIO 6e30MacHOCTb BallKX AETEN.

O6ume npaBuna Ansa pogurenen

1. He3aBucumMo oT Bo3spacTa pebeHka 1cnonbayiTe nporpaMmHoe obecrnedyeHne, noMorawllee QUNbTPOBaTh M KOHTPONMPOBaTb UHGOPMALIUIO, HO He
nonaranTecb NOMNHOCTbIO Ha Hero. Balle BHUMaHWe K peGeHKy - rMaBHbIi MeToA 3aLlUThI.

2. Ecnu Baw pebGeHOK MMeeT akkayHT Ha O4HOM M3 couumarnbHblix cepBucoB (LiveJournal, blogs.mail.ru, vkontakte.ru un 1.n.), BHUMATENBHO U3y4unTE,
KaKylo MHOpMaLUIo MOMELLAoT ero y4acTHUKM B CBOMX Npodunsx 1 bnorax, Bkrtoyas goTorpacdum n Buaeo.

3. MNpoBepbTe, C KAKUMU APYrMMIU CaiTaMu CBSI3aH coumanbHbin cepsuc Bawwero pebeHka. CTpaHunykn Bawero pebeHka moryT 6biTb 6e30nacHbIMU, HO
MOFYT U COAEepXaTb CCbINIKM Ha HexenaTeribHble W OnacHble caiTbl (HanpuMMmep, MOPHOCAWT, UMW CalT, HA KOTOPOM ApYyr YNOMMHaeT HOMep COTOBOro
TenedgoHa Bawero pebeHka unu Baw gomaluHui agpec)

4. MoowpsinTe Bawwnx geteit coobliatb 060 BCEM CTPaHHOM WM OTTasIKMBAIOLWEM M HE CIIMLLKOM OCTPO pearupyite, Korga oHW 3To AenaioT (U3-3a
onaceHuns NoTepATb A40CTYN K IHTEpHeTY AeTu He roBOPAT poauTensam o npobnemax, a Takke MoryT HadaTb UCMoMnb3oBaTh VIHTEPHET BHe JoMa U LLIKOMbI).

5. bByabTe B Kypce ceTeBou xun3Hn Baluero pebeHka. VIHTepecynTech, KTO UX Apy3bs B VIHTEPHET Tak Xe, Kak MHTepecyeTechb peanbHbIMU ApY3bMMU.

Bo3spacTt ot 7 go 8 ner

B VHTepHeTe pebeHoK cTapaeTcs NoceTUTb T€ UMW UHbIe CaiTbl, 8 BO3MOXHO M 4YaTbl, paspelleHne Ha MocelleHne KOTOPbIX OH He monyyun 6bl oT
poauTenen. Moatomy poauTensiM OCOGEHHO More3Hbl OyayT Te OT4YeTbl, KOTOpble MPEAOCTaBMATCA MPOrpamMMaMu MO OrpaHWYEHUH0 MCMONb30BaHMS
WHTepHeTa, T.e. PoanTenbckuii KOHTPOIb UMK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHLIX (hainax. B pesynbtaTte, y pebeHka He GyaeT oLyLeHus, YTo 3a
HVMM BeAeTCs MOCTOSIHHBIA KOHTPOSb, OAHaKo, poauTeny OyayT Mo-npexHeMy 3HaTb, Kakue caiTbl nocellaeT ux pebeHok. [leTn B AaHHOM Bo3pacTte
o6nafalT CUNbHbIM YYBCTBOM CEMbM, OHM JOBEPYMBbLI M HE COMHeBatoTcs B aBTopuTeTax. OHM MoBAT urpatb B CETEBbIE Urpbl U MyTELECTBOBATb MO
NHTepHEeTY, NCMOoNb3ysi ANEKTPOHHYIO MOYTY, 3aX0AWNTb Ha CalTbl U YaTbl, He PEKOMEHAOBaHHbIE POANTENSMM.

CoBeTbl N0 Be3onacHocTu B ceTn HTepHeT anga aeten 7 - 8 net
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1. Co3pante CNMCOK AOMaLLHMX MpaBui NoceLleHns VIHTepHeTa npu ydyacTum geten u TpebynTe ero BbINOSHEHMS.

2. Tpebyinte ot Bawero pebeHka cobniofeHUs BpeMeHHbIX HOPM HaxoxaeHusa 3a komnbioTepoM. MNMokaxuTte pebeHky, yto Bel Habnogaete 3a HAM He
notomy 4to Bam 310 X04eTcs, a notomy 4TO Bbl HecnokouTeck 0 ero 6e3onacHOCTV 1 BCerga rotoBbl €My NOMOYb.

3. KomnbtoTep ¢ NoakntoyeHnem K MHTEpHETY O0IMKEH HAXoaUTbCA B OOLLEN KOMHATE nog NpUCMOTPOM poauTenen.

4. Vicnonb3ynte cneunanbHble AeTCKME NOUCKOBbIE MaLUUHbI.

5. Vicnonb3ayiiTe cpeacTBa OrOKMpPOBaHMS HEXenaTenbHOro KOHTEHTA Kak JOMNOJTHEHNE K CTaHAapTHOMY PoanTenbCkoMy KOHTPOSTHO.
6. Cosgante cCeMeNHbIN 3MNEKTPOHHbIN SLWMK, YTOObI HE NO3BONUTL AETAM MMETb COOCTBEHHbIE agpeca.

7. brniokupynTe gocTyn K cantam ¢ 6ecnnatHbIMU NOYTOBLIMY SILLUMKAMM C MOMOLLIbIO COOTBETCTBYIOLLLErO NPOrpaMMHOro obecneveHus.

8. Mpuyunte petenm coseToBaTbcAd C Bamu nepeg onyGnvkoBaHueM Kakow-mmbo MHGOpMauum CcpeacTBamMy SMEKTPOHHOW MNOYThl, 4aToB,
perncTpaumoHHbIX (hopM U Npodrnen.

9. Hayunte pgeTten He 3arpyxaTtb hannbl, nporpaMmmMbl Unu My3sbiky 6e3 Ballero cornacus.

10. He paspeluante getsam ncnonb3oBath Crykbbl MTHOBEHHOrO 0OMeHa COOBLLEHMSIMM.

11. B "6enbin" cnncok cantoB, paspeLleHHbIX A8 NOCELLEHMs, BHOCUTE TOMbKO CanThbl C XOPOLUEN penyTaLuunen.

12. He 3abbiBaite 6ecegoBatb ¢ AeTbMK 06 nx Apy3bsix B VIHTepHeTe, kak ecnm Obl peydb La 0 ApY3bsiX B pearbHOM XXN3HMW.

13. He penawte "taby" M3 BOMPOCOB MOMOBOW XW3HW, Tak Kak B VHTepHeTe OeTM MOryT nerko HaTKHYTbCS Ha nopHorpaduio unu cantel "gns
B3pocCnbIx".

14. Mpuyunte Bawero pebeHka cooblwate BaM 0 NOOLIX yrpo3ax Uin TpeBorax, cBs3aHHbiX ¢ MHTepHeToM. OcTaBanTecb CMOKOWMHBLIMU U HAMOMHUTE
OeTsaM, 4To OHM B Be3onacHOCTH, ecnv caMu pacckasanu BaM O CBOMX TpeBorax. [oxBanute ux n nocoBeTynTe NOAONTYM elle pa3 B NOJOOHbIX Criydasx.

BospacT getent ot 9 Ao 12 net

B naHHoM Bo3pacTe geTu, kak NpaBuIio, Y)ke HaclbllwaHbl O TOM, Kakasi MHdpopmMaums cyuiecteyeT B MHTepHeTe. COBEPLUEHHO HOPMAarbHO, YTO OHU
XOTAT 3TO YBUAETb, NPOYECTb, YCNbiWaTh. [py 3TOM HYXXHO NMOMHUTb, YTO AOCTYMN K HeXenaTenbHbIM MaTepuarnamM MOXHO Nerko 3abrnokvMposaTtb Npy NOMOLLU
cpeacTe PoanTenbCckoro KOHTPOns.
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CoBeTbl N0 6e3onacHocTy ana aeten ot 9 oo 12 ner
1. Cospgante cnNncok AomallHMX NpaBun noceLleHns VIHTepHeT npu yyactum geten un tpebyinte ero BbINOMHEHUS.
2. TpebywnTte oT Bawero pebeHka cobnogeHns HOpM HaXoXOeHUSA 3a KOMMbIOTEPOM.

3. Habniopanite 3a pebeHkom npu paboTe 3a KOMNLIOTEPOM, MOKaXMTE eMy, YTO Bbl GecnokomTecb 0 ero 6e3onacHOCTM 1 BCerga rotoBbl oka3aTb eMy
nMoMoLLb.

4, KOMﬂbPOTep C nNoakr4yeHnem B MHTepHeT OOJDKEH HaxoauTbes B 00LLE KOMHaTe noj NnpPpUCMOTPOM pOﬂ,MTGHEVI.
. |/|CI'IOJ'Ib3yVITe cpeacTtea 6J'IOKI/IpOBaHI/IF| HeXenaTeslbHOro KOHTeHTa Kak onoJiHeHne K CTaHOapTHOMY PO,EI,I/ITeJ'IbCKOMy KOHTPOIO.
. He 3abbiBarite NpUMHMMaTb HeENocpencTBeHHOE y4acTue B XKU3HU pe6eHKa, OecenoBaTb ¢ geTbMu 06 Nx Apy3bdax B MHTepHeTe.

5

6

7. HactanBante, 4To6bl A€TW HUKOTAA HE cornallannch Ha NMYHbIE BCTPEYM C ApY3bsAMU MO VIHTEpHETY.
8. MNo3Bonante geTam 3axoouTb TOMbKO Ha canTbl 3 "6enoro” cnucka, KOTOPbIN co3ganTe BMECTE C HUMU.
9

Mpuyunte pOeTen HUKOrAa He BbldaBaTb JMYHYKO MHGOpMauul CpeacTBamMy SMEKTPOHHOW MOYThl, 4aTOB, CUCTEM MrHOBEHHOIO OOMeHa
COoOBOLLEeHUAMU, PErNCTPaLMOHHBIX hOPM, NINYHBLIX NPOUNEN 1 NPU PErMCTPALIMN Ha KOHKYpPCbI B VIHTEpHeTe.

10. MNMpuyunte geten He 3arpyxaTtb nporpaMmmbl 6e3 Balwero paspelweHns. OBBACHUTE UM, YTO OHM MOTYT CryYyalHO 3arpy3unTb BMPYCbl UNKN pyroe
HexxenaTenbHoe NporpammHoe obecneyeHwe.

11. Cospgaiite Bawemy peGeHKy orpaHUYeHHYH YY4eTHYIO 3anuch Ans paboTbl Ha KOMMbIOTEPE.

12. lMNpnyuute Bawero pebeHka coobwatb Bam O MOObLIX yrpo3ax WnM TpeBorax, CBA3aHHbIX C VIHTepHeToM. HamoMHuTe getsMm, 4To OHW B
6Ge3onacHOCTK, ecnv camu pacckasanu Bam O CBOMX TpPeBOrax 1 onaceHusx.

13. Pacckaxute getam o nopHorpadum B IHTepHeTe.

14. HacTtavBanTte Ha TOM, 4YTOObI AeTW NpedoCcTaBnsanM BaM OOCTYMN K CBOEW 3MEeKTPOHHOW mnouyTe, 4Tobbl Bbl y6eannucb, Y4TO OHU He obLiatoTcd ¢
He3HaKoMUaMmu.

15. O6bsACHUTE OeTAM, YTO HENb3s UCMONb30BaTb CETb ANs XynuraHcTBea, pacnpoCcTtpaHeHua cnyieTeH Uimn yrpos.
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BospacT getent ot 13 go 17 net

B atom BO3pacTte nogpOCTKM aKTUBHO WUCMOJIb3YKOT MOUCKOBbIE MalluHbl, NONb3YKTCA 3J'IeKTpOHHOIZ Nno4Toun, CJ'Iy)K6aMM MrHOBEHHOro obmeHa
coobLleHnamMmn, ckaumBaroT MY3bIKY U d)I/IJ'IbeI. Manbunkam B 3TOM BO3pacTe fonbLue no HpaBy CMeTaTb BCE€ OrpaHnUYeHUd, OHU XaxayT pr6OFO toMmopa,
A3apTHbIX Urp, KapTUHOK "onga B3pOCJ'IbIX". [eBoukn npeaono4ynTaroT obwarbca B vaTax, npnu 3TOM OHW ropas3ao bonee YYyBCTBUTEIIbHbI K CEeKCyallbHbIM
gomMmoraTtenbCTBaM B MHTepHeTe.

3avacTylo B faHHOM BO3pacTe poaUTensaM yxe BeCbMa CMOXHO KOHTPONMpOBaTb CBOMX AeTew, Tak Kak 06 MIHTepHeTe OHW yxxe 3HaloT 3HauYUTENbHO
bonblue cBoMX poauTenein. Tem He MeHee, He OTnyckanTe aeTen B "cBoboaHoe nnaBaHue" no VIHTepHeTy. CTapanTech akTMBHO y4acTBOBaTb B 0OLEHUN
pebeHka B NIHTepHeTe.

BaxHo no-npexHemy ctporo cobnogate npasuna NHTepHeT-6e3onacHOCTM - cornalleHve Mexay pogutensmu u getbmu. Kpome toro, Heobxogumo
Kak MOXHO u4alle npocmatpuBaTb OTYeTbl O AesTenbHocTn geten B WHTepHeTe. CneayeT o6paTuTb BHUMaHMe Ha HeODXOOUMOCTb COAepKaHus
poauTenbCKMX naponen (naponen agMMHUCTPaToOPOB) B CTPOrOM CekpeTe 1 06paTUTb BHUMAHUE Ha CTPOroCTb 3TUX Napornen.

CoBeTbl N0 6e3onacHOCTX B 3TOM Bo3pacTte oT 13 go 17 net

1. CospaviTe CNMCOK AOMALUHMX NPaBun nocelleHus VIHTepHeTa npy yyacTum NoapocTkoB U Tpebyiite 6e3ycrnoBHoro ero BbinonHeHusa. Obrosopute ¢
pebeHKOM CMUCOK 3anpeLleHHbIX canToB ("J4epHbIn cnMcok"), Yackl paboTel B IHTEepHeTe, pykoBOACTBO MO 06LeHnto B VIHTepHeTe (B TOM Yncne B YaTax).

2. KomnbtloTep ¢ NoaknioYeHnem Kk cetn NHTepHeT AoMmKeH HaxoamTbCs B 0bLen kKomHaTe.

3. He 3abbiBarite 6ecenoBaTth ¢ oeTbMu 06 Nx Apy3bsix B VIHTEpHETE, O TOM, YEM OHU 3aHATLI Takum 0b6pas3om, ByaTo peyb MOeT O APY3bsiX B pearibHOM
Xn3Hu. CnpawmBanTe o Moasix, C KOTOPbIMU AeTU obLLaTCsa NOCPEACTBOM CNYXO MIHOBEHHOro 0bMeHa coobLueHmaMmM, YTOObl yoeanTbes, YTO 3TU N0aN UM
3HaKOMBbI.

4. Vicnonb3yiiTe cpeacTBa GrOKMpPOBaHUSI HEXenaTenbHOro KOHTEHTa Kak AOMNofHeHWe K cTaHgapTHOMY PoanTenbCckoMy KOHTPOTHO.

5. Heobxoanmo 3HaTb, KakMumu YaTamu nonb3ytotcs Bawwm getu. MoowpanTte ucnonb3oBaHue MoAepypyeMbIX YaTOB U HacTauBaiTe, YTobbl AeT He
0o6LWan1cb B NpMBaTHOM pexunme.

6. HactauBawite Ha TOM, 4TODbI AETU HUKOTAA HE BCTPEYanuUCh NIMYHO C APY3bsiMU U3 ceTu VIHTepHeT.

7. Mpuyunte geTen He BblgaBaTb CBOKO NMYHYIO MHGOPMaLWIO cpeacTBaMy 3NEKTPOHHON MOYTbI, YaToOB, CMCTEM MrHOBEHHOro obmeHa coobLleHusMu,
perncTpaumoHHbIX OOPM, NMYHBIX NPOdUNEN 1 NpU perncTpauumn Ha KoHKypchl B IHTepHeTe.
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8. MNpwuyunte geten He 3arpyxatb nporpaMmbl 6e3 Bawero paspeweHus. OGbSACHUTE UM, YTO OHM MOFYT CIy4alHO 3arpy3vTb BMPYCbl UMM Opyroe
HexernaTenbHoe nporpaMmmMHoe obecneveHue.

9. I'Ipl/lquTe Bawero pe6eH|<a coobwaTtb Bam O mobbIX yrpodax wunm TtpeBorax, CBA3aAHHbIX C MHTepHeTOM. HanomHuTe Qetsim, 4YTO OHW B
6e30nacHoOCTK, ecriv camm pacckasanu Bam, 0O CBOUX yrposax unm tpesorax. MoxBanute nx un I'IOCOBeTyl7ITe nogovTn eLle pas B nogobHbIX crnyyasax.

10. Pacckaxunte geTtam o nopHorpac*)vwl B VlHTepHeTe. Momornute MM 3alWUTUTBCA OT cnama. HaquTe noapoCTKOB HE BblAaBaTb B MHTepHeTe cBO€ero
peanbHOro 3f1IeKTPoOHHOro agpeca, He oTBe4YaTb Ha HeXenaTerbHble MNCbMa U UCMOoJb30BaTb cneluaribHble NOYTOBbIE (bMJ'II:prI.

11. MNpuyunte cebst 3HAKOMUTBLCS C CanTamMm, KOTOPbIe MOCELLAOT NOAPOCTKMU.

12. HayunTe getei yBaxaTb ApYrux B MHTEpHeTe. Y6eanTech, YTO OHU 3HAOT O TOM, YTO NMpaBuiia XOPoLIero NoBeAEHUs AEUCTBYIOT Be3fe - AaXe B
BMPTYyarbHOM Mupe.

13. O6bACHUTE AETSAM, YTO HM B KOEM Cly4ae Hemnb3s ucnonb3oBaTb CeTb ANS XyNUraHCTBa, pacnpoCTPaHEHUS! CMNETEH UMK Yrpo3 APYrUM NI0SsAM.

14. OBcyauTte ¢ NoapoCTkaMu NPOBremMbl CETEBbLIX a3apTHBIX UIP U UX BO3MOXHbIA PUCK. HanoMHUTe, YTO AeTU He MOTYT Urpath B 3T UrPbl COMMacHo
3aKOHYy.

[MOCTOSAHHO KOHTpOMnUpyWTe ucnonb3oBaHve WHTepHeTa Bawwum pebeHkom! 3To He HapylweHMe €ero mnuMYHOro MpOCTpaHCTBa, a Mepa
NpPeAoCTOPOXHOCTU 1 NposiBrieHne Ballen poantenbckon OTBETCTBEHHOCTU 1 3a60ThI.
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